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HRM SRL is a company in the IT sector that develops cutting-edge digital solutions for leading
companies in the insurance and financial markets, large-scale distribution, logistics, fashion
and for the most important international system integrators.

The Organization provides IT consulting services and develops and customizes application
programs, also from third parties, performs the analysis of the programming of systems for
data processing in the IT field, trade also for import and export and also for commission and
rental of systems for data processing (hardware and software).

The information security of all the data we process and the protection of our customers'
privacy is essential to us, which is why we have embarked on the certification process of the
information security management system according to the ISO IEC 27001:2022 standard.

We demand the same commitment that we make every day to protect the confidentiality,
integrity and availability of data from all our employees, collaborators, suppliers, partners and
more generally from all stakeholders.

We are committed to ensuring the full and systematic compliance of all services provided to
our customers with the mandatory mandatory, regulatory, contractual, technical requirements
applicable to information security, including information classified as personal and special data
in accordance with the GDPR.

We have adopted a specific policy for the protection of personal data in accordance with the
GDPR, which is an integral part of this policy and is communicated to all stakeholders.
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We are committed to pursuing information security and privacy protection objectives.
personal data in accordance with applicable mandatory requirements.

The management of HRM SRL is committed to maintaining and supporting this
Information Security Policy in line with the company's objectives, at all levels of its
organization, and to disseminating it to all stakeholders.

The information security management system preserves the confidentiality, integrity,
and availability of information by applying a risk management process and giving
confidence to stakeholders that risks are properly managed.

HRM SRL identifies all security needs through risk analysis that allows you to become
aware of the level of exposure to threats of your information system. The risk assessment
makes it possible to assess the potential consequences and damages that may result
from the failure to apply security measures to the information system and what is the
realistic probability of implementation of the identified threats.

We adopt the regulatory compliance management guidelines of ISO 37301 "Compliance
management systems — Guidelines" and apply 1ISO 31000 "Risk management —
principles and guidelines" for personal data protection risk management and the
guidelines of ISO/IEC 29134 "Information technology — Security techniques —
Guidelines for privacy impact assessment".

The results of this assessment determine the actions needed to manage the identified
risks and the most appropriate security measures.

We have appointed an internal Privacy Contact, an IT Security Manager, a Data
Protection Officer (DPO) pursuant to art. 37 to 39 of the GDPR.

We appoint our external data processors pursuant to art. 28 of the GDPR, as well as
appointing the persons in charge of the processing pursuant to art. 29 GDPR by providing
instructions, training, operating procedures and policies.

We have appointed the system administrator pursuant to the General Provision of 27
November 2008 (Official Gazette no. 300 of 24 December 2008).

We prepare a continuity plan that allows us to effectively deal with an unforeseen event,
ensuring the restoration of critical services in a time and manner that limits the negative
consequences on the company's mission.

We have Operating Procedures and Guidelines for the management of security incidents
and for the management of requests from data subjects.

Security aspects are included in all phases of design, development, operation,
maintenance, service and decommissioning of IT systems and services.

Compliance with legal provisions, statutes, regulations or contractual obligations and any
requirements relating to information security are guaranteed, with the aim of minimizing
the risk of legal or administrative sanctions, significant losses or damage to reputation.
The observance and implementation of this Policy and in general of the company
procedures aimed at ensuring the security of information are the responsibility of all
employees, collaborators, partners and suppliers who, in any capacity, collaborate with
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the company and are involved in the processing of data and information that fall within
the scope of the Management System.

The Management will periodically and regularly verify the effectiveness and efficiency of
the Management System or in conjunction with significant changes, in order to ensure
adequate support for the introduction of all the necessary improvement actions and in
order to encourage the activation of a continuous improvement process, with which
control and adjustment of the policy is maintained in response to changes in the
corporate environment. of the business, of the legal conditions.

Our information security objectives are expressed in the objectives of preserving the
confidentiality, integrity and availability of information; In addition, other properties
such as authenticity, liability, non-recognition and reliability may also be involved.
Confidentiality Objectives: Information is not made available or disclosed to
unauthorized individuals, entities, or processes.

Integrity Objectives: to safeguard the accuracy and completeness of the assets.
Availability objectives: Information that is accessible and actionable upon request by an
authorized entity. Availability objectives include resiliency objectives.

We have carried out the assessment of information security risks and opportunities and
have defined an information security risk treatment process and defined objectives for
relevant functions and levels.

We have adopted a specific policy for business continuity. This policy forms an integral
part of this policy.

We are committed to adapting and continuously improving our Information Security
Management System and to raising awareness and training our employees and partners
on its correct application.

Violations of this policy and the information security management system referred to
therein imply the application of disciplinary measures for employees and termination of
existing contractual relationships for collaborators and professionals.

For any report of vulnerability, threat, improvement, non-conformity, incident, breach,
data breach you can contact us at the following email address: privacy@hrmgroup.it or
you can contact the Data Protection Officer who can be contacted at the following
certified e-mail address: daniela.madera@milano.pecavvocati.it, or to the email
address: privacy@goaps.it

We are committed to ensuring the confidentiality of reports and to prohibiting any form
of retaliation against reporting parties.

This policy is communicated to all our stakeholders and is available on our website.
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